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What is Data Integrity and it’s importance

What is data integrity
The extent to which all data are complete, consistent, 

and accurate throughout the life cycle.
From Initial data generation and recording through 

processing (including transformation or migration), 
use, retention, archiving, retrieval and destruction.

(MHRA guidance Mar 2015)
 Data integrity‒ requirements for complete, 

consistent, and accurate data throughout CGMP
(USFDA Data Integrity Workshop June 2016)
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Contents…..What is Data Integrity and it’s importance..

Data integrity importance
cGMP ‒ minimum requirements.
Everything we do in the regulated industry is supported by 

appropriate data.
The data creates the trust required to discover, develop, 

commercialize, and distribute drugs successfully. 
Records, paper or electronic, are the foundational evidence 

that our products are safe and effective.
Other Important Concepts
 Meta Data
 Audit Trail
 Static Vs. Dynamic Records
 Back Up
 Systems
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Contents…..Common citations: Data Integrity (1/2)..
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Contents…..Common citations: Data Integrity (2/2)..
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Contents…..Impact of Non-Compliance.

 Risk to patients.

 Credibility / Image / Business Loss.

 Cultural and Ethical Issue.

 Dossier Filling / ANDA / DMF affected.

 Expenditure increased to remediate and hire 3rd 

party consultants.
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Contents…..Impact of Non-Compliance.
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Contents…..Regulatory Concerns… (1/2)

Recent Concerns raised by USFDA, MHRA, EMA 
and other agencies…
Number of WLs that have major focus on DI has 
increased significantly since 2010…

From 2 in 2010 to 10 in 2014…
17% WL in 2014
30% WL in 2015

Most problems centered around 
Test results not being entered when batches were 
in production
Failure to retain raw data & Questionable Data
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Contents…..Regulatory Concerns… (2/2)

Past several years have brought increased concern &
level of regulatory attention to issues surrounding…

o Access Control to electronic systems..
o Audit trail reviews..
o Backing up of data..
o Supplier quality management..

The top deficiencies related to data integrity found by 
FDA in 2015..

o Failure to include complete data
o Audit trail, data control and sharing password…

Regulatory will assume that non- compliance or faulty 
data is intentional and not accidental…
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Contents…..Data Integrity….People, Process & Technology
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Contents…..Data Integrity….People

Humans are integral part of our processes.
Human errors have become the larger percentage of all errors.

Reason for Human Errors;
 Lack of effective training
 Fatigue
 Ignorance
 Too many steps
 Poorly design equipment
 Too much work

Management factors impacting 
Human Errors;
 Culture of fear and blame –

where error are hidden
 Inadequate personnel
 Inadequate equipment
 Inadequate resources
 Wrong KPIs
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Contents….. Data Integrity….ALCOA
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Contents…..Data Integrity….Process & Technology

 Automation….Paper to Electronic Conversion
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Contents…..Data Integrity….Process & Technology

 Application (Software) used for laboratories

LIMS

Lab X 
(Weighing 
Balance)

Lab Solution 
(UV or IR)

Chromeleon
(HPLC)

TrackWise
Lonza Moda 

(Microbiology)

ECM (Non 
chromatographic 

analysis)

Documentum
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Contents…..How to avoid data integrity…

 Mistake Proofing is Key: POKA-YOKE
(Japanese term which means mistake proofing)

 Look for gaps in how you control your records 

 Ensure employees have appropriate user privileges

 Audit your data in a risk-based manner 

 Verify the authenticity of your contractors’ data

 Culture Strengthens Data Integrity – Human Errors 

(Violations, Mistakes, Lapses & Slips)
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Contents…..MES (Manufacturing Execution System)

A manufacturing execution system (MES) is an information 

system that connects, monitors and controls complex 

manufacturing systems and data flows on the factory floor.

• Improved regulatory compliance

• Elimination of paperwork and manual data-entry processes

• Increased customer satisfaction

• Improved supply chain visibility

• Reduced order lead time

• Lower labor costs
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Contents…..MES (Manufacturing Execution System)
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Contents…..eBMR (Electronic Batch Manufacturing Record)

• Efficient way to capture data, batch production 
management, maintain data security and integrity, and 
report production.

• Compliance to cGMP requirements, such as FDA 21 CFR 
part 11

MES and e BMR ensures
• The right material has been used.
• The materials have been weighed as per the recipe.
• SOPs and checklist have been followed for machine 

preparation.
• Ensure sequencing of operations as per SOPs.
• In process parameters are monitored and recorded at 

stipulated intervals.
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Contents…..ALCOA of Data Integrity in MES

• Attributable:
• User has to login using their own credential. MES records the batch 

operation with the user. At decision and data stamping stage it asks 
for electronic signature of production and QA.

• Legible:
• No hand written data recording, Data is reordered by computerized 

system.
• Contemporaneous:

• Every operation, Decision, Excursion by default recorded along with 
very high accuracy date and time, including time zone of world clock. 
Date and time of MES system is synchronized  with GPS clock.

• Original:
• Data from SAP, LIMS, machines, equipment exchanged electronically 

through seam less integration.
• Accurate:

• Data correctly reflect the action / observation made and modifications
recorded in the event logs.



216 April 2018

Contents….. Batch Manufacturing process with MES

Recipe Created , Approved and validated in MES

MES receives process order from SAP through MES-SAP interface

A recipe for process order is sent for  electronic approval of stake holders

Upon recipe approval, MES releases process order for batch manufacturing

Based on process order MES identifies the material & quantity using barcode label and 
send consumption details against the process order to SAP

MES generates the barcoded label for dispensed material for next stage

Material is first identified using barcode and then next stage of batch processed
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Contents…..Batch Manufacturing process with MES

After completion of a batch process stage as per receipe, MES collects all the data 
from DAS (Data Acquisition System) including alarms

Production and QA are prompted to review excursions and data received electronically 
and ensures adherence using electronic signature of Production and QA

Upon adherence MES send the data to eBMR and once data is stamped  can not be 
altered

Batch End
Additional Features:
• At various stage of manufacturing, MES has provision for sampling along with 

sample ID to identify sample in LIMS through MES-LIMS interface
• All excursion during batch process are available to review for QA at one place
• MES gets sample result from LIMS through MES-LIMS interface
• When all excursion are closed and LIMS result is satisfactory, MES post the 

finish goods to SAP for further Release of batch

MES ensures the room, environmental and equipment’s parameter as defined in recipe 
and violations are raised as excursion
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Contents….. ARCHITECTURE
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